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THE CONCEPT OF THE INTERNET OF THINGS
FROM THE VIEW OF INFORMATION SECURITY

AHomauis. IoT oxonnroe WUPOKUL CrieKmp rMpouecie: 064YUCIIEHHS, CrIifIKY8aHHS,
4yac ma OaHi. 5IKuM YUHOM Ui chVHKUIT COVHKUIOHVIOMb SIK €OUHa cucmema rpu 8u-
KopucmaHHi KOMepUiliHO O0CMYIMHUX KOMIOHEeHmIs, siki MoxHa npudbamu 3
6VvOb-5IK020 Micusl i 3@ HU3BKOI UIHOH, | 3 Marior KirbKicmto KkomroHeHmig. OcCKi-
JIbKU OYIKVEMBLCS, WO 3pocmaroda Kinbkicme rpucmpois loT nepesuwiums nos-
HayKy 36 minbspdie 00 HacmMyrHoO20 POKY, O4iKyembcsi 6azamo 8e/IUKUX 3MiH.
PuHok loT weudko 3pocmae, i ue ceid4ums rpo 3HaqyHull nomexuian b6isHecy Onsi
rocmavarsbHUKig rocrye 38’a3Ky, 2any3el ma nidnpuemcms. Y 36imi npo mobi-
nibHicmb Ericsson 8id niucmonada 2019 poky nepedbadaemscs, wio 0o 2025 po-
KV Haniyvembcsi 5 Minbsipdie cminbHukosux 38’s3kie IoT. OpieHmosHuli 0oxid 6id
ouuabposku IoT ma 5G 0o 2026 poky cmaHosumb 619 minbsipdie donapis.
Cb0200HIi Mu xueemo v ceimi, de binbwe npucmpois, nidknoYeHux 0o IHmep-
Hemy, Hix moded. Lli npucmpoi ma mawuHu, niokmroyeHi 0o loT, eapirorombcs
8i0 makux 3acobig, sik PO3YMHI 200UHHUKU, OO0 Yirie Orisi 8iOCMeXeHHSs IH8eH-
mapu3auii RFID. Mpucmpoi, nidknroyeHi do IoT, crinkyiombcsi Yyepe3 Mepexi
abo xmapHi nnamabopmu, nioknoyYeHi 0o IHmepHemy peyeli. BucHoeku & pea-
JNIbHOMY 4aci, ompumaHi 3 ubo20 loT, 36upanu OaHi, wWo cripusitoms UupPosil
mpaHceopmauii. IHmepHem peyeli obiusse bazamo No3UMUBHUX 3MiH v 2any3i
0XOPOHU 300p08’ss ma beaneku npaui, 6e0eHHs1 bisHecy, 8UPOBHUYUX MOKa3HU-
Kie ma enobarnbHUX eKOMI02iYHUX ma ayMaHimapHUX numaHhb.

Sk mu eci 3Haemo, [xoH Okamroc, aOMiHicmpamop rnpoepamMHo20 3abeasrie-
YeHHA, Kasas: «[lo BceceimHbOi nagvmuHU MOXe 38EPHVMUCS KOXeH. Xoya
rnodibHi uucbposi po3pobku bacamo 8 yomy Ooriomaz2arome nPUEAMHUM OCO-
b6am ma enacHukam bisHecy, spaxylime, W0 makKoxX € pusuKu».
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Kibep3noyuHui makox MOXymb CKOpuCmamucs UUMU PpU3UKaMmu YV 8riacHUX
uinsix. Bio epasnusux meOudyHUX ripucmpois, gideokamep 8i0 menedoHie ma
MobinbHUx 2adxemie 00 rnopvuweHHss ma 3romy 0aHux, DDoS ma amak 3noe-
MUCHO20 poepaMHo20 3abe3rneyeHHsl, Ue o3Hayae, W0 Kibepamaku cmanu
0aneKoCsHKHUMU.

Knrouosi cnosa: InmepHem peuyel, 3axuweHicmb, epasnusicme, iHpopmay,d-
Hi mexHonoaii, pusuK.

Abstract. The IoT encompasses a wide range of processes: sensing, computa-
tion. communication. time, context. and data. to name onlv a few. How do all of
these function as a system when using commercially available components that
can be purchased from anywhere and at a low cost, and with little or no com-
ponent pedigree available? With the rising number of loT devices, which is ex-
pected to surpass the 20 billion mark by next year, there are a lot of big chang-
es to anticipate.

The loT market is rapidly qrowing and this indicates a substantial business
potential for communications service providers, industries and enterorises. In
Ericsson’s Mobility Report November 2019, it is forecasted that there will be 5
billion Cellular IoT connections by the vear 2025. The estimated revenue from
the loT and 5G industry diaitalization is USD 619 billion bv 2026.

Today, we're living in a world where there are more loT connected devices than
humans. These loT connected devices and machines ranqe from wearables
like smartwatches to RFID inventory tracking chips. lIoT connected devices
communicate via networks or cloud-based platforms connected to the Internet
of Thinas. The real-time insights aleaned from this loT collected data fuel diaital
transformation. The Internet of Thinas promises manv positive chanaes for
health and safety, business operations, industrial performance, and global envi-
ronmental and humanitarian issues.

As we all know. savs John Ocampos. the administrator of Softvire. the World
Wide Web can be accessed by anvone. While such diagital develonments have
helped individuals and business owners in many ways, take note that there are
also risks involved.

Cvbercriminals can take advantaqge of these developments, as well. From vul-
nerable healthcare devices, video cameras from phones and mobile qadgets to
data breach and hackinq. DDoS and malware attacks, these are implication
that cvberattacks have become far-reachina.

Kevwords: Internet of Things, security, vulnerability, information technology,
compliance.

Introduction: Although the seeds of what we consider now as the
Internet of Things (IoT) were planted in 1999, IoT technologies have
become widely available only recently, as a result of advancements in
nanotechnology, telecommunications, and capacitor technology.
Applications of IoT have expanded from strict industrial and closed-
loop systems, to commercially available products that address
common user needs. Gartner estimated that today there are 5 billion
devices connected to the Internet, while by 2020 this number will
increase to 25 billion [1].

Statement of problem: Our primary goal is to raise awareness
regarding deficiencies in current practices and lack of standards
pertaining to IoT security and privacy and their possible implications
to the public and widespread adoption. We refrain from exposing the
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commercial products used in our example scenarios by name because
the goal of this work is to evaluate IoT risks, not to compare products.

Main results: In a nutshell, the Internet of Things is the concept
of connecting any device (so long as it has an on/off switch) to the
Internet and to other connected devices. The IoT is a giant network
of connected things and people — all of which collect and share
data about the way they are used and about the environment around
them [2].

That includes an extraordinary number of objects of all shapes and
sizes — from smart microwaves, which automatically cook your food
for the right length of time, to self-driving cars, whose complex
sensors detect objects in their path, to wearable fitness devices that
measure your heart rate and the number of steps you’ve taken that day,
then use that information to suggest exercise plans tailored to you.

Devices and objects with built in sensors are connected to an
Internet of Things platform, which integrates data from the different
devices and applies analytics to share the most valuable information
with applications built to address specific needs.

These powerful IoT platforms can pinpoint exactly what
information is useful and what can safely be ignored. This information
can be used to detect patterns, make recommendations, and detect
possible problems before they occur.

The information picked up by connected devices enables me to
make smart decisions about which components to stock up on, based
on real-time information, which helps me save time and money.

With the insight provided by advanced analytics comes the power
to make processes more efficient [3]. Smart objects and systems mean
you can automate certain tasks, particularly when these are repetitive,
mundane, time-consuming or even dangerous.

The ability of IoT to provide sensor information as well as enable
device-to-device communication is driving a broad set of applications.
The following are some of the most popular applications and what
they do.

a) Create new efficiencies in manufacturing through machine
monitoring and product-quality monitoring. Machines can be
continuously monitored and analyzed to make sure they are
performing within required tolerances. Products can also be monitored
in real time to identify and address quality defects.

b) Improve the tracking and “ring-fencing” of physical assets.
Tracking enables businesses to quickly determine asset location.
Ring-fencing allows them to make sure that high-value assets are
protected from theft and removal.



c) Use wearables to monitor human health analytics and
environmental conditions. IoT wearables enable people to better
understand their own health and allow physicians to remotely monitor
patients. This technology also enables companies to track the health
and safety of their employees, which is especially useful for workers
employed in hazardous conditions.

d) Drive efficiencies and new possibilities in existing processes.
One example of this is the use of [oT to increase efficiency and safety
in fleet management. Companies can use loT fleet monitoring to
direct trucks, in real time, to improve efficiency.

e) Enable business process changes. An example of this is the
use of IoT devices to monitor the health of remote machines and
trigger service calls for preventive maintenance. The ability to
remotely monitor machines is also enabling new product-as-a-service
business models, where customers no longer need to buy a product but
instead pay for its usage.

Organizations best suited for IoT are those that would benefit from
using sensor devices in their activities [4].

Health care | Smart home | Infrastructure | Transport | Industrial systems |
Life sciences Consumer Cities Urban mobility Sensors

Patient care Wearables HVAC Traffic routing Speed Pressure
Remote diagnostics Smart thermostat Smart city Telematics Temperature Light

Bio wearables Pet feeding Smart building Smart parking Flow Position
Food sensors Smoke alarm Waste management Public transport Motor Fan
Equipment Refrigerator Temperature control Heat/cool Lam/laser
monitoring Washer Electric vehicle Valve Robot arm
Elderly monitoring Home security

Fig. 1. Using IoT in different industries

a) Manufacturing. With the help of sensor alerts, manufacturers
can quickly check equipment for accuracy or remove it from produc-
tion until it is repaired. This allows companies to reduce operating
costs, get better uptime, and improve asset performance management.

b) Automotive. The automotive industry stands to realize signifi-
cant advantages from the use of IoT applications. In addition to the
benefits of applying IoT to production lines, sensors can detect im-
pending equipment failure in vehicles already on the road and can
alert the driver with details and recommendations.

c) Transportation and Logistics. Fleets of cars, trucks, ships, and
trains that carry inventory can be rerouted based on weather condi-
tions, vehicle availability, or driver availability, thanks to [oT sensor
data. The food and beverage, flower, and pharmaceutical industries
often carry temperature-sensitive inventory that would benefit greatly



from IoT monitoring applications that send alerts when temperatures
rise or fall to a level that threatens the product.

d) Retail. IoT applications allow retail companies to manage in-
ventory, improve customer experience, optimize supply chain, and re-
duce operational costs.

e) Public Sector. Government-owned utilities can use loT-based
applications to notify their users of mass outages and even of smaller
interruptions of water, power, or sewer services.

f) Healthcare. When a hospital’s wheelchairs are equipped with
IoT sensors, they can be tracked from the IoT asset-monitoring appli-
cation so that anyone looking for one can quickly find the nearest
available wheelchair. Many hospital assets can be tracked this way to
ensure proper usage as well as financial accounting for the physical
assets in each department.

g) General Safety Across All Industries. Employees in hazardous
environments such as mines, oil and gas fields, and chemical and power
plants, for example, need to know about the occurrence of a hazardous
event that might affect them. IoT applications are also used for weara-
bles that can monitor human health and environmental conditions. Not
only do these types of applications help people better understand their
own health, they also permit physicians to monitor patients remotely.

When thmklng about the Internet of Things environment, the protec-
tion against external threats and vulnerabilities must be considered as
important as in a normal ICT environment. The reason for that is the
vast amount of IoT devices and environments which could be used for
building up the bot networks or used for any other hostile activities [5].

The privacy and data security are the key questions today when con-
sidering the IoT devices on organizational level or in private use. The
large-scale theft of information on personal identities or sensitive data
from institution or organization is always a substantial risk in wrong
hands. To ensure the appropriate level of protection for securing loT
ecosystems, the business organizations must perform a risk analysis.

One part of performing a risk analysis is to implement appropriate
safeguards [6]. Also, the security management policy must be defined
and implemented in internal processes.

While the IoT is entering daily life more and more, security risks per-
taining to loT are growing and are changing rapidly. In today’s world of
“always on” technology and not enough security awareness on the part
of users, cyber attacks are no longer a matter of “if”” but “when” [7].

Cyber criminals are working on new techniques for getting
through the security of established organizations, accessing everything
from IP to individual customer information — they are doing this so
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that they can cause damage, disrupt sensitive data and steal intellectu-
al property.

Every day, their attacks become more sophisticated and harder to
defeat [8]. Because of this ongoing development, we cannot tell exact-
ly what kind of threats will emerge next year, in five years’ time, or in
10 years’ time; we can only say that these threats will be even more
dangerous than those of today (see Fig. 2) [9].

Risk
landscape

\frastructure

Fig. 2. The components of risk landscape in IoT

Effective cybersecurity is increasingly complex to deliver. The tradi-
tional organizational perimeter is eroding and existing security defenses
are coming under increasing pressure. Point solutions, in particular an-
tivirus software, IDS, IPS, patching and encryption, remain a key con-
trol for combatting today’s known attacks; however, they become less
effective over time as hackers find new ways to circumvent controls.

Like all attacks, IoT incidents are unpredictable and can potentially
cause tremendous damage. In the Mirai botnet DDoS attack, for ex-
ample, users hadn’t changed the default passwords of hundreds of
thousands of older webcams, DVRs, and routers-an all too common
reality [10]. Armed with malicious code, hackers targeted out-of-date
Linux kernel versions in the devices, then flooded Dyn, Inc.’s servers-
one of the largest DNS providers-with traffic. Systems overloaded and
failed, taking down numerous websites, including Etsy, GitHub, Net-
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flix, Shopify, SoundCloud, Spotify, Twitter, and even the site of re-
nowned security expert Brian Krebs [11].

The cybersecurity challenge of securing IoT is complex and exten-
sive due to the fact that IoT devices are deployed over a wide attack
surface and contain numerous threat vectors such as authentication
and authorization, software, device threats, network threats, and OS
level vulnerabilities.

In addition, despite the initiative in developing and deploying inno-
vative [oT use cases, a general lack of standards remains [12]. Organi-
zations often aren’t implementing needed security governance, policies,
and compliance. Compounding the problem, many IoT devices aren’t
part of a rigorous patch or upgrade routine, leaving them open to securi-
ty vulnerabilities. Strategies used for IoT attacks include such moments.

The weakest link in the IoT connected device chain is the actual
device. For example, hackers might be able to find a device vulnera-
bility and alter the identity of the device to gain access to a network
[13]. By infecting one device and gaining access to the network, a ma-
licious actor can begin a large-scale breach.

Much of the embedded firmware running connected devices is in-
secure and contain vulnerabilities, leaving critical systems at risk.

The biggest security challenge with IoT such as connected medical
devices or home improvement systems is the inability to easily up-
grade or patch them.

Because [oT devices might be released with security vulnerabili-
ties and poorly configured or unencrypted Wi-Fi networks, devices
are prone to man-in-the-middle attacks [14]. Scenarios include attack-
ers secretly relaying and altering the communication between an at-
tacker and a victim, where the victim believes they’re directly com-
municating over a private connection. In fact, the entire
communication can be controlled and altered by the attacker.

While IoT testing has received relatively little attention, security
and privacy through assurance is a central concern as systems prolif-
erate and become connected to safety or security-critical applications.

Some IoT systems suffer from the isolation syndrome of embed-
ded devices: weak protocols and practices are sometimes used be-
cause some of the IoT technologies were designed for closed, non-
Internet use with proprietary code and no thorough software testing.

Usability and interoperability are important design drivers for loT
manufacturers. It seems prudent to avoid the mistakes of the past and
elevate security and privacy as additional design tenets. There are rel-
atively few standards or best practices to guide the security design and
testing of 10T technologies.
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We believe that now is the time for standards bodies and industry
experts to begin to formulate suitable guidance and to work towards
identifying the right security and privacy primitives. We are only at
the beginning of the security and privacy requirements for IoT tech-
nologies, with many open research challenges that only grow as IoT
applications become part of our everyday lives.

Although there have been studies of individual IoT technologies
over the last few years, there is still a lot to be done to fully describe
the behavior of different [oT systems when under attack.
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AJITOPUTM HIN®PYBAHHSA LUCIFER
TA NOI'O KPUIITOAHAJII3

LUCIFER ENCRYPT ALGORITHM
AND ITS CRYPTO ANALYSIS

AHomauiss. HeobxioHicmb 0bMiHy iHcbopMauiero Mixx 8i0rnpasHUKOM ma ompumy-
gayem nepedbayae dompumaHHsi KoHaideHuiliHocmi daHux. s 3abe3rneqyeHHs
3axucmy OaHux 8i0 mpemix ocib crpusiiio 8UHUKHEHHIO Memoody wiuthpyeaHHs
OaHux. LLlucbpysaHHs no4yamkogozo (8xidHo20) mekcmy 3dilicHrEMbCS 3a 00-
r1OMO20t0 NMe8HO20 KIoya, sikull 36epicaembcsi nuue v 080x ocib: sidrnpasHuka
ma ompumyeayda. BidcymHicmb v mpemix ocib knoda He 0ae iM MoXriueocmi
po3wucbpyeamu 3awucposaHi 0aHi, ane cripusizio nowyky memodie po3wud-
pveaHHs 3awucposaHux O0aHUX, WO CrPUYUHUIO 8UHUKHEHHIO MOHSIMMS Kpu-
nnmoepacbiyHo20 aHani3y.

3 nosieoro kpunmoepaiyHo20 aHani3v wWupveaHHs cmarsio 8UK/IUKOM, royva-
nu 3’asnamucs Hogi ma binbw 6e3rneyHi, nopieHsiHoO 3 nonepedHuUKamu, Memo-
Ou wughpysaHHs.
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